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Comments by Privacy NSW on the HREOC Discussion Paper “Discrimination in Employment on the Basis of Criminal Record”

Role of Privacy NSW

Privacy NSW is the Office of the NSW Privacy Commissioner.  The Privacy Commissioner is the holder of an independent statutory office, created by Parliament under the Privacy and Personal Information Protection Act 1998 (PPIP Act).  

The functions of the Privacy Commissioner include making public statements about any matter relating to the privacy of individuals generally, and publishing reports and recommendations about any matter that concerns the need for, or the desirability of, legislative, administrative or other action in the interest of the privacy of individuals.

Privacy NSW dealt with 178 telephone inquiries about criminal records in 2002-03, and 131 inquiries in 2003-04.  During the same period, Privacy NSW responded to a smaller number of requests for formal advice regarding criminal records, including from employers, and dealt with a handful of formal complaints from individuals (precise figures are regrettably unavailable at time of writing).

Introduction

Criminal records are a particularly sensitive type of personal information with the capacity to stigmatise individuals long after they have ‘served their time’ and demonstrated their capacity to ‘make a fresh start’.  A significant proportion of the Australian population, in particular the male population, holds a criminal record.  Given this fact and the increasing prevalence of criminal record checks as part of pre-employment and employment screening, the protection of individuals against discrimination in the workplace on the basis of criminal records is a major issue.

Privacy NSW supports the principle of relevant and responsible criminal record checking for the purpose of ensuring that individuals meet the inherent requirements of a job.  However Privacy NSW is concerned that existing privacy and other laws, including anti-discrimination and spent convictions legislation, do not provide adequate protection against discrimination on the basis of a criminal record.  Employees who are automatically and unfairly excluded from employment on the basis of an adverse criminal record have few, if any, options for redress under existing laws.  

Privacy NSW would prefer comprehensive regulation that protects individuals against arbitrary discrimination on the basis of criminal records while allowing employers to conduct relevant criminal records checks for the purpose of making objective and appropriate decisions depending on employment requirements.  A regulation for the handling of criminal records should be underpinned by comprehensive guidelines that clarify the respective rights and obligations of employers and employees relating to criminal records.  

Practical issues for employees and employers

A common theme of inquiries to Privacy NSW regarding criminal records concerns whether or not an individual should, or is required to, disclose their criminal record history to a prospective employer.  These inquiries are particularly complicated in circumstances where an employer asks open-ended questions about an individual’s ‘convictions or charges’ regardless of the relevance to the position applied for.  Although the Criminal Records Act 1991 generally protects spent convictions from disclosure, the benefits in the Act do not explicitly apply to questions about charges. The Act may not stop a person being asked whether he or she has ever been charged, even where the charges have been withdrawn or dismissed.  Although an individual is generally entitled to withhold criminal record information if it satisfies the test for spent convictions (although this assumes that the individual is made aware of this right), they are faced with a dilemma if employers ask general questions about criminal convictions or charges.  If individuals do disclose convictions or charges, this may unfairly influence the selection process against a person capable of demonstrating suitability for appointment before they have an opportunity to explain the nature of a conviction or other relevant matters.  If individuals do not disclose, they may increase their selection prospects but risk being subsequently ‘found out’ and dismissed for dishonesty.  This dilemma may discourage individuals from applying for positions for which they are qualified and suitable.   It has the potential to lead to ‘invisible’ discrimination where individuals are discouraged from applying for employment at a level for which they are qualified and suitable.

The collection of criminal records by employers is arguably a relatively uncomplicated matter compared to what happens to the information after it is collected.  Privacy principles can provide useful guidance for employers in respect of appropriate information security standards and restrictions on use of criminal records, however these principles have limited legal application as discussed below.  In Privacy NSW’s experience, smaller employers in particular are ‘out of their depth’ in dealing with criminal record information.  It is not uncommon for non-profit organisations to find themselves in the role of collecting criminal record information as part of their contract with government agencies and/or in line with their obligations under child protection laws.  However many such organisations lack adequate support and information regarding the most appropriate manner for dealing with such sensitive information. 

Legal protections

The spent convictions regime in NSW provides a questionable model for law reform aimed at redressing discrimination in employment based on criminal records.  The Criminal Records Act 1991 does not prevent employers from automatically excluding a person from employment on the basis of convictions, which are not spent but are nevertheless irrelevant to the inherent requirements of the job.  Privacy NSW considers that unless it can be shown that a criminal record, whether unspent or spent, is relevant to the position applied for, individuals should not be automatically denied the right to be considered for employment.  Rather, employment decisions should be based on objective criteria depending on the relevance of the individual’s criminal record to the requirements of the job.  

Technological developments, particularly the increasing availability of court decisions on-line, further undermine the limited benefits of the spent convictions regime.  The availability of criminal records information on the Internet must be addressed as part of any policy or law reform initiatives which are aimed at clarifying rights and obligations in relation to employment and criminal records.  
Privacy laws are commonly based on information protection principles, or information privacy principles, which regulate the manner in which government agencies and other organisations collect, store, use and disclose personal information.  These ‘privacy principles’ have particular relevance to how criminal records might be protected in the process of employment screening.  Rather than simply prohibit certain conduct, the privacy principles require agencies and organisations to take positive steps to protect personal information and to handle personal information in a manner that is open and transparent.   

However privacy laws cannot be relied upon to comprehensively protect criminal record information.  Firstly, privacy principles differ across jurisdictions and depending on whether the employer is a government agency or a private organisation.  For example, the collection principle in the PPIP Act (section 10) provides that NSW government agencies must notify individuals about whether the supply of information by the individual is required by law or is voluntary (which would include the fact that supply of spent conviction information is voluntary).  On the other hand, the Federal Privacy Act 1988 (National Privacy Principle 1.3) only provides that private organisations must make the individual aware of any law that requires the information to be collected.  

Secondly, the nature and scope of exemptions to the privacy principles renders privacy laws unsuitable for comprehensive regulation of criminal record information in the employment screening process.  For example, the Federal Privacy Act 1988 contains an exemption for some employment records.  While this exemption may not affect prospective employees, it is likely to affect existing and former employees.  Such employees could not rely on privacy laws to protect the manner in which employers store or use their criminal record information.  Furthermore, small businesses are generally exempt from the Federal Privacy Act 1988.  Such organisations typically lack the resources of large employers and may be ill equipped to handle criminal records information with the degree of sensitivity and care appropriate for criminal records.

A further limitation of privacy laws is that any damage suffered as a result of a privacy breach, including discrimination, is often beyond the remedial processes of privacy legislation.  Individuals may need to rely on the broader protection of anti-discrimination or other laws to obtain appropriate redress.  

Conclusion  

As noted above Privacy NSW supports the development of comprehensive regulation of criminal record checks for the purpose of employment screening.  This should be underpinned by guidelines to clarify legal responsibilities in relation to handling criminal record information.  In the meantime it is desirable that best practice guidelines are developed based on the requirements and principles of relevant legislation, including spent convictions laws, privacy laws, child protection laws and anti-discrimination laws.  
The following matters may be appropriate for inclusion in guidelines designed to minimise discriminatory practices in employment based on a criminal record:

· Applicants should be notified if criminal record checking will occur when first invited to apply for a position.  They should be asked to consent to this process after being advised of applicable spent convictions provisions.

· Checking should only take place if an applicant has been assessed as suitable or if required as part of existing employment relationship.

· Criminal records checks must be directly relevant to the duties of the position.
· Any adverse results should be discussed confidentially with an applicant or employee.  Individuals should be treated on case-by-case basis, unless the nature of the criminal record requires or warrants automatic exclusion from employment (for example as required under child protection legislation and requirements for admission, licenses or registration in certain occupations).  This would involve giving the person an opportunity to verify the accuracy of the criminal record check (especially important in cases of mistaken identity), and to explain any background matters or relevant context.  

· The employer should consider the nature of the offence, penalty imposed, number and date of offences before determining whether a specific conviction or charge affects an individual’s suitability.  This would be assisted by a policy that identifies those offences that are likely to affect suitability (for example violence, sexual offences, dishonesty and serious drug offences).

· Relevant spent conviction laws should be taken into account if not already screened out by the Police in the case of offences which are more than 10 years old, quashed convictions or findings of guilt

· The information should only be made available to staff with a direct responsibility for assessing suitability.  It should be held separately from personnel files and should be retained only as long as necessary to make an assessment.  The significance of a particular criminal record can date and it is preferable to resubmit employees to checks as required rather than rely on or re-use potentially irrelevant information that may have discriminatory effects if handled out of context.
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