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WESTERN AUSTRALIAN OFFICE OF e-GOVERNMENT
IDENTITY & ACCESS MANAGEMENT FRAMEWORK
ACTION PLAN (Final V2.0)

1. Introduction

This document provides an Action Plan for the implementation of the Identity and Access
Management (Id&AM) Framework across Western Australian Government agencies.

Understanding of this document relies upon a knowledge and understanding of the Framework as
detailed in the separate Identity & Access Management Framework report.

The Framework seeks to achieve:

- improvements in security and service delivery, and reductions in the capital and operating
costs associated with Identity and Access Management (Id&AM) environments; and

- a structure within which agencies can plan, architect and assess their approaches to
Id&AM.

The Framework seeks to encourage approaches that:

- Improve the general usability, efficiency and integrity of the management of identities and
related systems access for users and agencies.

- Share' WA agency infrastructure and technologies where appropriate.
This ay‘ﬂé\thrq pérational-sharing of"eXifﬁti \g\iﬁf trgctﬂﬂ de Etbyment of new
Wo |d&AM infrastructure; or replication-of te hH sgy cros ag cies.

- Leverage existing WA agency policies and practices where available.

- Extend compatibility and alignment with other state and federal government Id&AM
approaches particularly in respect to the use of identifiers and user registration
processes.

- Ensure the protection of individuals’ privacy.
- Align or move towards alignment with contemporary Id&AM standards and practices.
- Align with WoWAG Enterprise Architecture model.

The Framework also provides a structure within which agency cluster and whole-of-WA-
Government positions and initiatives can be determined and assessed.

The Action Plan describes how the positions and approaches detailed in the Framework can be
achieved when viewed against the Government’s ‘starting point’ as detailed in the separate
Findings and Conclusions report.

The context for and components of the Action Plan are shown below:

WA Id&AM Survey

Findings and
WA Id&AM Conclusions
FRAMEWORK
WA Id&AM WoWAG &
Proposed Recommendations Agency
Positions Priorities
Action Plan
Short Term Medium Term Long Term
Initiatives Initiatives Initiatives

Identity & Access Management Framework — Final V2.0 — 20050915 Page 1 of 43
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2. Summary of Key WoWAG Survey Findings and Conclusions

Major Findings and Conclusions that need to be addressed by the Government as a whole and
individual agencies include:

2.1. Current Id& AM Maturity and Execution within WA Government Agencies

Whilst some major agencies, including DoJ, DLI and DoH have well articulated Id&AM strategies
and are at various levels of maturity in execution, the overall level of maturity of Id&AM within key
agencies is generally low in respect to both strategy and implementation.

With the exception of DLI and DoJ, this overall lack of maturity is particularly evident in agencies’
dealings with external parties.

In particular:

2.1.1. Awareness and Understanding

Agencies rated their across-the-board level of awareness and understanding of Id&AM as low to
medium in general, while rating that of their IT management as medium to high.

However the responses to aspects of the surveys, and the feedback obtained through the interview
processes, would indicate that the multi-dimensionality of Id&AM is not fully understood even at the
IT Management level, with agencies largely focusing on their insular business needs.

There is an almost universal requirement to raise awareness and understanding amongst agency

executive and general management, as well as the requirement to raise skill levels among
management and staff of the IT function.

2.1.2. Strategy@c itectiniﬁnd ﬁppro ches'to Exec(lltion Qi N~ Df\

Few agencies h alholisticlapproach-to’'ldentity-and-Ae sg IUI ng.bgment. Iru ost cases the
issue is seen exclusively through the lens of IT security, and often tackled within an application-by-
application context rather than being examined, planned and architected across the board.

Most agencies do not have an overarching Id&AM strategy that ‘cuts through’ the required business
and technology layers. Nor do agencies take a WoWAG perspective when considering Id&AM.

2.1.3. Architecture/Composition of Il&AM Approaches

Embedding of Id&AM functionality

In general agency environments reflect the embedding of authentication and access control into
each application albeit a limited number of agencies have initiatives in progress or on the drawing

board that will see the gradual abstraction of authentication and access control from applications
and their incorporation into infrastructure layer utility functions.

User-centric Profile and Provisioning and De-provisioning

The current, largely manual, non-integrated and non-workflow-based approaches to registration,
enrolment and provisioning / de-provisioning of user credentials and access permissions impact on
both the ongoing user management costs and the operational risks of ineffective administration.

Strategies relating to and the implementation of automated user management, and particularly
provisioning and de-provisioning solutions remain in their infancy.

Standards

Awareness, understanding and use of emerging standards remain low in all but a few areas of
government. Failure to adopt appropriate standards will hamper efforts in future to inter-operate
and utilise federated or scheme-based approaches to authentication across agency-clusters or
WoWAG.

Identity & Access Management Action Plan — Final V2.0 — 20050915 Page 2 of 43
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2.2. Sufficiency of Current Position as a Platform for Effective Transition to
e-Government
The current state of Id&AM within WA Government agencies appears to be hampering agencies’
e-Government deployment plans. This flows from a lack of scalability and extensibility of existing
Id&AM infrastructure, and the resultant costs of new developments. This is symptomatic of
agencies’ need or desire to “go it alone” rather than actively evaluating shared arrangements with
other agencies.
There appears to be little evidence of a user-centric (whether business or citizen) approach to the
planning and deployment of re-usable credentials. Few agencies have yet to explore opportunities
to share or harmonise the following with other agencies:
- Processes (eg registration of prospective users).
- Infrastructure and solutions (eg authentication services and permissions management
applications).
- Credentials (eg an agency accepting a user’s authentication credential where this has
been issued by another agency or non-WA Government organisation).

2.3. Current Obstacles to a Cohesive WoWAG Id&AM Approach

The following adverse findings on core elements of a contemporary WoWAG Id&AM regime need to
be addressed:

2.3.1. Registration Policies and Processes

Development and adoption of standardised processes for the identification and registration of users
is required as ag stepina ransmon to a whole of government Id&AM fram?éork.
lat

Improvements r oth-t qﬁremﬁgt to/achieyve hﬂ'mog ion Cross agencies
as well as raisin tand ness of eg evidence ud it d ot urance checks.

Current agency processes have been developed to suit individual agency needs and demonstrate a
range of rigour and completeness that differs markedly across agencies.

2.3.2. Information Management and Classification

In general agencies do not have a formal approach to information classification. Such an approach
would provide a clear definition relating to ‘ownership’ and ‘sensitivity’, that, in turn, feeds through to
application assurance level determinations and access control requirements.

2.3.3. User Identifiers

No policies or facilities are in place to ensure the uniqueness of identifiers for any category of users
across agencies. This has the potential to compromise Id&AM across a portfolio as well as
between agencies.

Even within many agencies, users (internal and external) have multiple identifiers.

2.3.4. Credential Usage

The selection of authentication credentials and their relationship to application risk is completed in a
variety of ways across agencies. Whilst not an immediate issue due to the relatively low adoption of
tokens or other authentication devices, the lack of a cohesive approach to credential selection,
issuance and authentication will impact on user acceptance, operational efficiency and operational
risk.

2.3.5. Reliance on other Agency or Third Party Credentials
There are few instances of agencies relying upon credentials issued by others.

The issue of shared credentials based upon federated or scheme based identity management
models represents a major area of activity across many non-WA government sectors.

Agencies’ ability to rely upon credentials issued by other parties represents a significant area of
future benefit from the introduction of a WoWAG Id&AM regime. The benefit will apply to agencies,
but more importantly to end users (particularly externals).

Identity & Access Management Action Plan — Final V2.0 — 20050915 Page 3 of 43
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3. Framework — Proposed Approach

The Framework, as illustrated below, provides a basis for the development of an Id&AM Strategy
and Implementation Plan for the WoWAG and within agencies. The Framework addresses the
major pillars of:

- Information management

- Entity management

- Authentication management
- Access management.

The areas of governance, policies, standards and guidelines, are necessary to support and guide,
and, where required, enforce compliance with the four major pillars of the Framework.

[ Identity and Access Management Policy ]
Infarmation Entity ( Authentication | | Access ‘ i
Management S Management Management Management
Resolrce T Identity [ Resource ‘ L Operational
[dentification L Mapping Classification Governance
Information Authority [dentity Access Policy Frivacy & PF
Zlassification Werification Authentication Enforcement Guidelines
Application Zredential Frocurement &
Enrolment MWanagement Zapex Guidelines
| Architecture, Standards & Guidelines ]

The Framework is exploded down to another level of detail in diagram 1 of section 2.2 of the
Framework.

Clearly the Framework can be interpreted in a number of ways and consequently there are a
number of ways that WoWAG and individual WA Government agencies might approach
implementation and alignment with the Framework.

Attachment 1 (Summary of Proposed Approach) addresses this issue by proposing specific
approaches to implementation at a WoWAG level and within agencies, covering internal and
external users, and the issue of alignment across agencies.

Identity & Access Management Action Plan — Final V2.0 — 20050915 Page 4 of 43
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4. Key Framework Proposals

4.1. Trust Architecture/Model Selection

For internal users' it is proposed that a “scheme” model be adopted whereby internal users would
be issued with Identifiers that are unique within the WoWAG domain.

The introduction of the Shared Corporate Services HR environment, and associated clusters,
enables the allocation of potentially persistent and unique identifiers to internal users, providing
authoritative sources for identity information.

Key elements of a scheme-based approach are:

- The basis of registration should be consistent across government, including EOI
requirements, and commonly required attributes such as qualifications, clearances etc.

- This information should be aggregated at a WoWAG level through a WoWAG Directory,
and / or be replicated into individual user stores maintained at an agency or agency
cluster level.

For external users, it is proposed that a hybrid approach be adopted recognising the diversity of the
current and prospective user bases and the largely siloed nature of many agencies.

Key elements of this approach are presented below:

Businesses and other organisations “providing” government services

Where government outsources the delivery of various services to the private sector or NGOs (non-
government organisations) there is a strong need to align the Id&AM treatment of these “external”
users to the treﬂme of lnt tesjs escribed above.

ts

Identification an |f|er re ui |dentlca| to'th sg fgrﬂin%%amsgrﬂjf‘cepting that it is
unlikely that the issuance of a persistent |dent|fier could be justified or required due to the close
alignment of the individual with the service provider which may not be persistent over time.

However, requirements for uniqueness, registration integrity and potential storage within a WoWAG
directory also apply for this user type.

Businesses and other organisations as “users” of Government services
Agency approaches should be based upon:

- Recognition, where practical and appropriate, of existing user credentials issued by, other
WOoWAG agencies, other government agencies or the private sector.
Specifically, agencies should be positioned to utilise one or more of ABN-DSCs, ATO
Certificates, HeSA Certificates and other high assurance credentials as might be issued
by eg Australian banks in the future.

- When issuing agency-specific credentials, consideration should be given to enabling the
use of this credential by other agencies either directly and/or in a federated manner. In
the latter case the user is ‘directed’ to the relying agency after authentication by the
issuing agency. The practicalities of this are non-trivial and will require active agency-
cluster and/or WoWAG projects to work through the considerable detail involved.

- Where an identifier and credential needs to be issued by an agency, utilisation of the ABN
as a primary identifier should be adopted where practical. This will be restricted to cases
where a ‘business’ identifier suffices. In many instances where multiple users of a
business each require individual credentials, the allocation of a sub-identifier in addition to
the ABN will be required.

' WA Government employees and contractors that ‘act as employees’.

Identity & Access Management Action Plan — Final V2.0 — 20050915 Page 5 of 43
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Individuals
It is proposed that further review be completed on the issues surrounding issuance of a WoWAG
customer number, available to agencies via a central issuing facility.
The customer number would have the following characteristics:
- Be unique within the WoWAG.

- Be issued to individuals based on a consistent registration model, with potential for
multiple customer numbers to be issued to the same individual, based upon customer
choice.

Whereas the proposed ‘customer choice’ model above partly address some privacy impacts of a
WOoWAG customer number regime, the acceptability of this approach will need to be tested through
a privacy impact assessment.

4.2. Information Management

It is proposed that agencies adopt a formalised approach to information/data identification and
classification. This should be formalised within agencies':

- Information management practices and procedures.
- Application system analysis, design, build, test etc practices and procedures.
- Id&AM palicy guidelines.

It is recommended that, as a basis for classification, agencies use:

- The framework provided in ISO-IEC 17799 — 2000, Information technology code of
practice for information security management .

- The CESIf atlon utlm d in Part.C of the Commonwealth. Protective Security
» i0

Manug/ IS

- An agency- based or, |deaIIy WoWAG extension of the PSM classification scheme to
support the granularity necessary to support role-based access control within the WA
Government context.

For the purpose of the Id&AM Framework the proposed implementation of the above encompasses
the use of the classification categories only. Adoption of other aspects of eg the PSM will be guided
by agencies’ overall Enterprise Risk Management and ICT Security strategies.

4.3. Entity Management

Proposals for entity management aspects are contained within Attachment 1 (Summary of
Proposed Approaches).

In summary it is proposed that the entity management provisions of the Australian Government’s
AGAF be adopted.

Development of the necessary WoWAG policies and guidelines for implementation is required at a
central level. This will need to consider the varying levels of entity checking that will be required
from Agency to Agency.

As described in Section 5, the potential introduction of a WoWAG directory service, for internal
parties at least, should be evaluated further, especially in the light of the proposed VolP pilot
program that seeks to initially introduce interoperable directory technologies across five agencies.
This study will need to address the position and harmonisation of this directory vis-a-vis the
proposed central identity store to be introduced as part of the Shared Corporate Services HR
environment.
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4.4. Authentication Management
It is proposed that:

Authentication of users be progressively abstracted from application systems into an
authentication layer of the architecture, and potentially utilise common WoWAG services
to effect user authentication as described below. This will inevitably a gradual process
and may not be possible for some legacy applications. In such cases it is imperative that
the proposed approach to Id&AM architecture be adopted when such applications are
replaced/renewed.

A formal WoWAG approach to the classification, selection and use of particular
credentials (such as RSA SecurelD, Rainbow USB Tokens, etc) be adopted, consistent
with Australian Government AGAF guidelines, including the requirement that agencies
select from the endorsed list only. This is intended to apply to tokens used for both
internal and external users.

The list of endorsed credentials be extended to include non-WA Government issued
credentials such as ABN-DSCs, HeSA and ATO certificates, etc. The use of these will be
dependent upon agencies evaluating the benefits and costs for themselves and the user
populations.

The classification of credentials align with the Application Assurance Level assignment
categories prescribed in AGAF.

4.5. Access Management

It is proposed that:

Acce anagement pe progressively abstracted from the application systems into an
accein:a agemémgy f-the'architecture: ﬁcc a geﬁmjg{\ %’uld be abstracted
from lic ionSJu ing a role-based access contr ezgﬁgﬁébﬁﬂafm dﬂs\ However
permissions and alignment of these to roles will need to remain in applications.

Abstraction be limited to medium grained access control (such as provided through group
membership or operational role) with fine grained access/permissions-management, such
as that requiring reference to specific user detail, remaining within application systems.

Common approaches to access management be adopted across agencies. In particular it
is proposed that agencies implement Assurance Level based access management
provisions as systems are refreshed.

4.6. Shared Services

A major element to be considered in the implementation of a WoWAG Framework is the extent to
which agencies ‘go it alone’ in implementation as opposed to utilising one or more elements of
centralised or agency-cluster infrastructure.

Elements that are candidates for operational sharing include:

Registration Services
Involving processes and facilities to support the registration of users, including:

- EOI checking

- Checking of other clearances (eg police, national-security)
- Identifier assignment

- (Potentially) credential issuance.

Credentials and credential issuing services
Involving processes and facilities for the personalisation, issuance and activation of
credentials.
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- Credential authentication services
Involving processes and facilities to support:
- Authentication of credentials issued by the requesting agency, another agency or a
WOWAG service. This will require trust between agencies and MOU's.
- Authentication of credentials issued by third parties such as ABN DSCs, ATO
certificates, HeSA certificates, and bank issued credentials.
- Permissions Management services
Involving processes and facilities for the creation and enforcement of access rules for
various internal or external identities.

It is proposed that:

4.6.1. Registration Services

Internal Users

Registration of internal users (including employees, contractors and service providers) through the
Shared Corporate Services, Health and Police Clusters be aligned and implement the same
practices for EOIl and identifier issuance, ensuring that these remain unique across the
Government.

Agencies that utilise Shared Corporate Services HR services are by definition utilising a shared
services model for these services.

External Users
For businesses, Eere credentials of third parties-or other agencies are unavaﬂa%le or

inappropriate, it osed i@f}mes omplete all ekjgg ﬁ;@ Ijj/ rs on their own
behalf, applying nS| tent'standards on’EQI, EOl-assura E ;ﬁ ision

Resultant Identifiers will be agency specific, but as proposed above the ABN should, where
possible, form the basis of this identifier. In many instances where multiple users of a business
each require individual credentials, the allocation of a sub-identifier in addition to the ABN will be
required.

The potential role that could be played by the proposed Supplier Registry should be evaluated as
soon as possible.

For individuals it is proposed, subject to further detailed analysis, that registration be effected
through a shared services infrastructure whereby WoWAG identifiers would be issued to
participating individuals.
The scope of this service would include:

- Minimum requirements for EOI to be completed by the registering agency.

- Allocation of an identifier by the shared service.

- Potentially, management of credential issuing to the user to support subsequent user
authentication. It is envisaged that this would include passwords as well as stronger
authentication mechanisms. In all such cases authentication would occur through the
shared service.

- Management services to effect status changes of the identifier or authentication
credential (lost, reset, suspend). These services could be accessed via a central support
desk or through agency operated facilities.

4.6.2. Credential and Credential Issuing Services

Issuance of credentials, especially higher assurance credentials including mechanisms such as
tokens or smart cards, is likely to be more effectively and efficiently achieved through a shared
services model and this model is proposed for detailed consideration. Benefits accrue through
operational and procurement cost savings, and an improved user experience as described below.

Identity & Access Management Action Plan — Final V2.0 — 20050915 Page 8 of 43



WA Office of e-Government — Identity & Access Management Framework Project

For many credential types, such as tokens and other non certificate based mechanisms, the
relationship between the identifier (and identity) and the credential is achieved through a ‘binding’
process based on a token serial number or similar entry within a user store or directory. Hence the
issuance of credential in itself is really just a ‘minting’ process.

As a consequence, a token issued by a central WoWAG service can be assigned to an identifier at
any point in time, and in fact linked to multiple identifiers. In this way a user might utilise a single
token for authentication of various connections to agencies, even though agencies might have
assigned different identifiers to the user. This provides user convenience and cost savings to
agencies.

The responsibility of the credential issuer includes:
- Management of the integrity of the issuance process.

- Provision of services to agencies to revoke and otherwise change the status of
credentials.

- Provision of credential authentication services.
- Maintenance of accurate records of credential usage.

Moreover, it is proposed that a review be completed of existing agency issued tokens and related
facilities with the view to rationalising both the issuance and authentication services.

It is not proposed or recommended that either individual agencies or WoWAG services be
developed to issue PKI based certificates, In preference, where the use of certificates is deemed to
be appropriate, existing certificates as issued under the Gatekeeper framework or particular
instances such as ABN-DSC'’s, HeSA or ATO certificates be utilised.

4.6.3. Credenti thentlcatlon Services
Utilisation by a @ln pafty‘ iﬁtlals sued by otherﬁ Cﬁ Utﬁ ﬁﬁ‘ﬁcted ﬂhrﬂt%h either:
- Direct access toa credential aut entication service; or
- Indirect access through reliance on an assertion issued to the relying party by the
credential issuer. Whilst this is the typical manner of implementation of federated identity
architectures, it is not necessarily the most convenient in practice, especially in high
volume environments and in environments where fransaction authentication may also be
required.

Direct Access

It is proposed, subject to further detailed analysis, that a WoWAG Authentication Service be
established to support the authentication needs of all agencies, albeit that some agencies might
elect for a range of reasons to implement their own service.

The WoWAG service would provide:
Authentication brokering services for all accepted credential issuers and include:

- Agency issued credentials intended for broader use; these could include tokens
currently issued by various agencies for employee remote access.

- Accepted tokens and certificates issued by other government jurisdictions and in
particular ABN DSCs, ATO certificates and HeSA certificates.

- Potentially, bank issued credentials.
- Fully centralised audit trails of all authentication activities.

- Be extensible to incorporate a range of token types and authentication mechanisms as
they emerge.

- Be extensible to support authentication of transactions as well as identities.
- Support emerging standards such as SAML for the communication of authentication
status information as required in a federated authentication model.

A WoWAG Authentication Service would clearly need to be implemented in a manner to ensure
appropriate levels of security and availability.

Identity & Access Management Action Plan — Final V2.0 — 20050915 Page 9 of 43



WA Office of e-Government — Identity & Access Management Framework Project

Indirect Access

For many joined-up-government applications, both internal and external, there is a need to pass-on
authentication information to the next processor in the chain, rather than seeking re-authentication
at each point.

This is best achieved through federated models and the passing of this secure authenticated

‘status’ between disparate systems.
Accordingly it is considered critical that agencies progress towards support for such ‘indirect access

architectures in addition to the ‘direct’ authentication model proposed above.
A ‘strawman’ architecture to support credential and authentication services is shown below:
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4.6.4. Permissions Management Services

Whilst technically feasible, and perhaps of some value to smaller agencies, it is not proposed that
permissions management systems be provided as a shared service at this time largely due to the
complexity of management of such a service and the unlikely WoWAG cost benefit of such an

approach.
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5. WoOWAG Priorities and Impact of Id&AM Framework

The rollout of the Id&AM Framework will need to be cognisant of other major technology related
initiatives underway within the WoWAG environment.

Some of these initiatives will benefit from an acceleration of Id&AM facilities whilst others have
overlapping interest areas.

A key area, potentially impacting a number of initiatives, is consideration of a WoWAG policy and
associated technology or implementation guidelines, for the implementation or directory
technologies across agencies. This is discussed in more detail below.

5.1. VolP and Common Directory Scoping Study?

This study considers the adoption of IP telephony across WA government agencies and
recommends the completion of a pilot programme to assist in the formulation of a WoWAG
approach to IP based telephony.

Fundamental to the proposed VolP pilot is consideration of the directory approach to be used to
support the VolIP operations and the study assesses a number of alternatives at both a specific
technology levels and at an architectural level, albeit focused on the needs of VolP and email
needs.

Clearly investment in Directory infrastructure to support VolP and related requirements should be
cognisant of the broader context of Id&AM and the demands that this will potentially make on
directories for the storage of information on users including identifiers, roles and permissions, and
the authentication mechanisms, and the ability to support user de-provisioning across a range of
application systems.

It is considered %elvﬁb e*SGSIjaeK% the current watching briéf’omdifr‘éctanieswftﬁin%eG to a formal
project to assess the ;Hotentidﬂ for a WoWAG approach-to Hirécibﬂ/ services Bdﬂré‘ssing the needs
of VoIP, Id&AM and independent agency initiatives. This work should run in parallel to, and
interwork with the specific Id&AM action items described in Section 6 and beyond. This will
particularly need to address the relationship between the directory and the WoWAG (internal user)
identity store that is proposed as part of the Shared Corporate Services environment.

5.2. Shared Corporate Services

The proposed Id&AM Framework has been developed to leverage and depend upon initiatives
underway within the Shared Corporate Services environment, and in particular the aggregation of
HR services within a number of discrete agency clusters.

As discussed in Section 6, the successful implementation of the Id&AM Framework for internal
users requires a consistent approach to registration and identifier allocation across clusters for
government employees and contract for service parties.

It is not expected however that the Id&AM infrastructure implemented within various agencies will
have any direct impact of the HR systems apart from the ongoing need for availability of HR
information as the authoritative and current source of identity information by various related user
stores or directories.

5.3. Other Agency-Specific Initiatives

A number of major agency initiatives were identified during the consultation process where
application of the proposed Id&AM Framework would prospectively have some near term benefits at
both a WoWAG and agency level.

Further definition of these specific opportunities will result from completion of the proposed Action
Programmes and related activities as described in Sections 6 through 11 of this report.

2 VolP and Common Directory Scoping Study completed by CONSULTEL IT&T PTY LTD, August 2005
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6. Action Programmes

The achievement of the above requires the initiation of a series of Action Programmes. These
major clusters of related activities are outlined below in approximately the sequence in which they
need to occur. Given the substantial variance in the strategic and operational maturity of Id&AM in
agencies, and the divergence in the extent and urgency of agencies’ Id&AM requirements, the
sequence and timing can only be taken as indicative. It is highly probable that multiple
Programmes will overlap within agencies and at a WoWAG level.

The proposed activity clusters are:

- Foundational Activities. These seek to achieve the acceptance of the Framework by all
stakeholders, the establishment of the governance structures required to drive the
implementation of the Framework at an agency and WoWAG level, and the development
and deployment of the detailed ‘resources’ necessary to drive and support agency efforts.

- Agency Consolidation. This cluster recognises that while a small number of agencies
have achieved an advanced level of strategic and/or operational maturity in relation to
Id&AM, most agencies remain at a level that has the potential to compromise
organisational integrity and hamper deployment of e-government applications.

This Action Programme outlines the activities that agencies will need to undertake in
order to achieve an approach to Id&AM that is consistent with the Framework and can
potentially support shared infrastructure and user-focused (eg scheme or federated trust
model) initiatives.

- Advancing Government-to-Government. Improving Id&AM in cross-agency dealings
and joined-up government initiatives is seen as a priority area by OeG.  Early
impleE}ﬂ jonof &Eos%ﬂ Id&l@M Framework thil;ﬁ mi@r@al rs will provide an
envir e whéé re structured and robust@;1 eSE n-be established to support
and maintain cross agency interactions. This cluster identifies key activities required to
achieve wide-spread deployment of harmonised/rationalised approaches to cross-agency
dealings and joined-up-government initiatives.

- Progressing G2B and G2C. With few exceptions agencies currently operate siloed
Id&AM architectures within and across agencies when dealing with businesses and
citizens. There are considerable benefits in providing a single method of access to these
external users across a range of application areas. This cluster outlines the activities
required to identify and address these opportunities.

- Other Action Areas. This section examines other required areas for action at a WoWAG
and OeG level including Shared Corporate Services, Enterprise Architecture, Directories
and Legal issues.

The overarching Summary of Recommended Approaches (see Appendix 1) provides the guide to
the end points that need to be achieved at an agency and WoWAG level, and should be referenced
in relation to all of the Action Clusters.

A high level implementation schedule is provided in section 7.
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7. Foundational Activities

7.1. Formalisation and Ratification of the Proposed Framework
The first cluster of activities seek to achieve:
- the acceptance of the Framework by all stakeholders;

- the establishment of the governance structures required to drive the implementation of
the Framework at an agency and WoWAG level; and

- the development and deployment of the detailed ‘resource kits’ necessary to drive and
support agency efforts.

7.1.1. Privacy and Public Policy Impact Assessment

Privacy and Public Policy issues are considered in depth in the Id&AM Framework (section 4.6 and
Appendix H).

The privacy and public policy impacts of the Id&AM Framework are considerable. By definition
[d&AM has much to do with human identities and entities. The Framework raises the possibility of:

- accumulation and/or exchange of elements of identifying or identified information; and

- imposition of effort on persons in relation to eg identification and other clearance
processes, and obtaining and using authentication credentials.

The development of the Framework has involved considerable consultation with agencies, but not
other stakeholders. Stakeholder analysis needs to be further developed, in order to ensure a full
understanding of all segments of the population that have an interest in, or are affected by, the

Id&AM initiative, fParticular rnscinclude employees and contractors, small and micro-
businesses, an citiz%s. 1A ﬂﬂj EU U U U QT ﬁ [

The absence of such consultation, and, in particular, a formal Privacy and Public Policy Impact
Assessment (PPIA), will represent a significant project risk. Deferral of the PPIA to say a post
Framework-ratification period would create the further project risk that participants may suspect that
they are being asked to approve a fait accompli, without any realistic ability to influence the
outcome. Stakeholder relations suffer in such circumstances.

The e-Government Strategy's emphasis on citizen participation represents a commitment to
interaction with stakeholders, and the Guidelines for Community Engagement provide a basis for
consultative processes to ensure balanced application of the Framework.

Consultation with these stakeholder categories is best performed through a mix of focus groups and
processes involving representatives of and advocates for the identified stakeholder segments.
Effective consultation can only be achieved if participants have the opportunity to understand the
nature of the proposal, and to provide comments, with a reasonable expectation that their
comments will be reflected in the proposal as it is articulated.

In considering the privacy issues both in relation to the PIA and in the broad, the following activities
are also recommended:

- Further consolidate the direct and indirect work that has been undertaken in these areas
by the Information Commissioner, the Corruption and Crime Commission and the Auditor
General.

- Extend the ‘Privacy Impact’ resources already prepared by OeG. In particular this should
seek to:

o Ensure convenient access to sources of information on public policy issues that
arise in the context of identity and access management.

o Where no sufficiently comprehensive or authoritative source can be located,
develop and publish documents that consolidate the available information. This
appears likely to be necessary at least in the case of privacy impacts.
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o Ensure convenient access to sources of information, and where necessary develop
and publish guidance for Western Australian government agencies, in relation to:

= impact assessment methods, at least in relation to privacy, but possibly in
relation to broader social impacts, or public policy impacts generally;

= stakeholder analysis, which importantly also involves the segmentation of
stakeholder groups, including agencies, employees and contractors,
volunteers, business enterprises, associations, clients and citizens;

» the discovery of appropriate representatives of and advocates for the
various stakeholder segments; and

*» means for undertaking effective but efficient stakeholder consultation
processes.

- Undertake consultations with the Victorian Privacy Commissioner, and/or the Australian
Privacy Commissioner.

- Examine the results of recent work undertaken by other state governments — eg
Queensland Government’s (smartcard) driver’s licence project.

- Evaluate the benefits to be gained from the development of formal (WA) privacy
legislation. This issue is considered in further detail in section 11.3.2.

- Conduct one or more pilot impact assessments, in conjunction with the appropriate
agency, program and/or project teams. Examples for consideration include the
envisaged Western Australian Government (WAG) number, the consolidated employee
record project, and the single supplier register.

- Inrelation to each such impact assessment, document the process, and publish that

docu t and the uIt| report, as openly-available examplars
- Mandgte impact a smggnt as &n element/of t)ﬁ %QCT} ip rE? EHgntlty and Access
Mana Fram work by agency, programa d@ t gwdance provided

should make clear that the assessment process is to be scaled in order to reflect the
potential harm and risks involved, and is to leverage off work previously undertaken by
the Office for eGovernment and other projects.

7.1.2. Establish Governance Structure
Governance issues are considered at length in section 3.8 of the Framework.

The Framework outlines the reasons for and a proposed approach to governance of Id&AM both at
a WoWAG and agency level.

Key bodies to be established include:

- Whole-of-WA Government Id&AM Steering Committee (WoWAG Id&AMSC). This
could be a committee established with a ‘sunset’ provision.

- Agency level Id&AM Steering Committees (Id&AMSCs). For advanced agencies such
a committee may not be required. Some agencies may already have in place a suitably
structured committee which could take Id&AM on board as an additional area of
oversight.

- Id&AM Community of Practice (CoP). Membership of ‘advanced’ agencies such as
DOJ, DET, and DLI will be important to achieve rapid results from the CoP.

The earliest task of the WoWAG Id&AMSC will be to ratify the Framework.

Section 3.8 of the Framework also outlines the range of policy, standards and guideline issues to be
resolved and the indicative balance between the WoWAG and agency positions on such matters.
The WoWAG Id&AMSC working in conjunction with the Id&AM CoP should agree a timetable for
the development and agreement of binding positions for WA Government in relation to:

- Identity & Access Management Policy.

- Identifiers and naming conventions.

- ldentification standards/practices including EOI and clearances.
- Authentication credential assurance standards.

- Information classification standards.
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- Legal and liability issues as outlined above and in section 11.
- Technology architecture, standards and protocols.

Attachment 1, Summary of Recommended Approaches, provides recommended positions in
relation to these issues.

It is recommended that the WoWAG Id&AMSC and CoP also:
-  Drive the examination of Shared Id&AM Infrastructure and Services.
- Contribute to OeG’s development of a business case for Directories.

7.1.3. Finalise Policy

A proposed WoWAG Id&AM Policy is discussed in section 4.4 of the Framework and a
recommended Policy is provided in Appendix G of the Framework.

The Policy is seen as an important artefact to raise awareness of the Framework and ensure
compliance with the Framework over time.

OeG working in conjunction with the WoWAG Id&AMSC and the Id&AM CoP will need to:
- finalise the Policy;
- develop guidelines to assist agencies in its implementation;
- determine an appropriate timeframe for its implementation across government;
- determine compliance/reporting approaches; and
- determine processes for the maintenance of the Policy.

7.1.4. Develop Forward Work Program and Budget

The Action PIanEeschbesaTﬁi?1 rﬁTQe ofﬁactions and pm@/ideﬂ ﬂ high leielﬂm fﬁtmentation
schedule. AU I 1] ﬁ 4

The actions necessarily translate into a range of program and project based initiatives. Each of
these will have resource and funding implications at a WoWAG and agency level.

Program-based initiatives are seen as those that involve agencies in ‘embedding’ changes into key
aspects of their existing approaches to Id&AM and the architectures and solutions that support
these.

Project-based initiatives are seen as those that are discrete and may be commissioned at an
agency or WoWAG level.

It will be important for OeG working in concert with the Id&AM Community of Practice to develop
and maintain a detailed Forward Work Program for endorsement by the Id&AM Steering
Committee. Such a document will be essential to identify resource and funding implications and the
timing of these. Endorsement by the Id&AM Steering Committee should assist in supporting
applications for funding at a WoWAG or agency level.

7.2. Establish WoWAG Id&AM Resources

To support the deployment of the Id&AM roll-out strategy, it is proposed that Id&AM Resources (eg
kits) be developed that will provide agencies with valuable material to support the community,
business, technology and operational transition to an integrated whole of government approach to
[d&AM.

Most Resources will need to be maintained over time. An online rather than paper based medium
will better suit this requirement as well as providing instant access across WA Government.

It is proposed that the Resources be developed by the Id&AM Community of Practice with
assistance and support of OeG, agencies that have a high level of Id&AM maturity and the
Procurement function of Treasury and Finance in relation to the proposed ‘preferred technology
solution schedule’.
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In particular the following resources should be developed:

7.2.1. Id&AM Strategy Template

Section 4.1 of the Findings and Conclusions report highlights the disparities in the extent to which
agencies have developed formal Id&AM and Authentication strategies.

Such strategies are essential to ensure that appropriate issues and investments are considered
during business and technology lifecycles.

The Framework itself provides the major context and ‘headings’ for a strategy. Section 8 (Agency
Consolidation) below outlines the major implementation steps that will need to be factored into an
agency’s Id&AM strategy.

The development of a strategy template is recommended. This should be undertaken by OeG in
concert with the Id&AM Community of Practice and agencies such as DOJ, DOH, and DET that
already have mature and detailed surveys.

7.2.2. Educational resources

Section 4.2 of the Findings and Conclusions report highlights the extremely variable state of
awareness and understanding of Id&AM across all sections of agency’s management and user
communities.

The raising of awareness levels amongst executives, managers and other users, and the raising of
skill levels amongst security and ICT staff is an essential pre-condition to the deployment of the
advanced Id&AM approaches described in the Framework.

Resource kits should be developed to support executive management, business systems
designers, systems architects, designers and builders, and operational risk managers.

The educational Et ces ﬁjﬁ iﬁ) eloplng an un@ers%ﬁmg of the ;ﬁ;sed Framework
and its character |cs & roa hes to implemen @at aﬂwcﬂopergiD dﬁ

It is expected that the educational resources will be enhanced over time to capture ‘case study’
style artefacts that can serve as signposts or benchmarks to future activities.

7.2.3. Standards

Section 4.15 of the Findings and Conclusions report shows the varying degree to which agencies
have or are committed to the take-up of mature and emerging Id&AM standards.

Whilst there are a number of well established standards and conventions in use for Id&AM, the area
is evolving rapidly and new standards are emerging. The achievement of interoperability (for eg
cross-agency, WoWAG and other sectoral initiatives), systems flexibility and extensibility and the
‘future proofing’ of agency technology environments will depend upon the adoption of such
standards.

Attachment 2 presents a comprehensive treatment of major standards activity currently in progress
in the Id&AM area, along with details of relevant standards in terms of the proposed Framework.

As discussed in Attachment 2, ultimate selection of standards will be driven by application or
infrastructure vendor support of the standards and their suitability for the task at hand.

A key component of the Standards Resource Kit will be a ranking of preferences for standards
along with time or event driven objectives for the incorporation of these standards into agencies’
business systems.

7.2.4. Processes

Agencies have identified a wide variation in the manner in which they undertake similar processes
within the Id&AM lifecycle (see Section 4.3 of the Findings and Conclusions report).

The Processes resource kit will provide pro-forma processes for agencies for a variety of Id&AM
events.

Candidate areas for inclusion are (inter alia):
- Internal party registration.
- Credential issuance and revocation.
- Knowledge based authentication standards and processes as used in Enrolment.
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- Determination and assignment of Roles.

The implementation of the Shared Services clusters will provide an excellent opportunity to develop
these standardised processes.

7.2.5. Technology Architecture

Sections 4.10 and 4.12 of the Findings and Conclusions report illustrate the variation in agency
Id&AM architectures. In most cases access management is still embedded in business applications
impacting on scalability, visibility and usability.

The Id&AM architecture proposed by the Framework (see section 4.1 and Attachment 2 of this
report) represents a starting point, but should be further developed.

The architecting and implementation experience possessed by the agencies with more mature
Id&AM regimes (eg DoJ, DLI) will enable the development of a more fleshed out version of the
architectural model that can assist the many agencies that are still at a level of Id&AM immaturity.

7.2.6. Endorsed Technology Solutions

Section 4.6, 4.13 and 4.16 of the Findings and Conclusions report illustrate the variation in
agencies’ technology environments.

The adoption of common technology platforms and solutions across government will drive
procurement cost benefits and provide standardisation in areas where more detailed security and
interoperability matters are of concern, as is the case in many Id&AM areas.

It is recommended that some formal endorsement process be implemented, potentially leveraging
one or more of;

- Australian governme t initiatives and the Australian Government’s Evaluated Product List
(EPLY;

- other gover ment j|at|vj£ sucL as the-US Goxﬁe%nu‘eﬂwtu;ﬂde to D:rédfntlal evaluation
(see www.nist.gov)

- programs offered by some standards groups which provide “reference models” through
which vendors can certify their products as standards compliant.

Areas of particular importance are those technologies and products that:
- Interwork with other agency systems using standards based interfaces.
- Implement cryptographic processes as core elements of their operation, including:
- User authentication tokens
- Host authentication systems.

The outcome of this activity would be a list from which agencies could review and potentially select
technology and products with some increased comfort as to their fitness for purpose.

It is not proposed that the use of particular products or technologies be mandated.

7.2.7. Assessment Models

It is proposed the Resource Kits include two assessment models to assist agencies in their
development, planning and implementation of their Il&AM strategies.

Cost Benefit/Business Case Model

Section 4.7 and Appendix J of the Framework provide coverage of the requirement for and an
approach to developing business cases in the area of II&AM.

A more detailed model would be designed to assist agencies in the evaluation of alternate
approaches to Id&AM implementation within their agency addressing both the cost and benefits
elements of the evaluation.

Cost models would also provide a benchmark cost based on the use of shared services where
these exist.

Benefit models would evolve over time and be based on quantitative information collected in WA
Government [d&AM implementations.
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Maturity Models

Section 4.9 of the Framework outlines an approach to the determination of the maturity of agency
approaches to Id&AM in relation to both strategic/architectural and operational characteristics. The
depiction of maturity based upon a number of ‘spokes’ allows agency management to determine
where most effort should be directed to improve Id&AM approaches.

It is proposed that the maturity models, as outlined in the Framework, should be further developed
to assist agencies determine their maturity in the deployment of Id&AM principles and the WoWAG
Id&AM Framework in particular. This would require the identification of a range of evaluation
criteria for each of the maturity ‘categories’ and the determination of how best to score agencies’
positions in relation to these criteria.
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8. Agency Consolidation

While a few WA Government agencies have achieved an advanced level of strategic and/or
operational maturity in relation to Id&AM most are at a level that has the potential to compromise
organisational integrity and hamper deployment of e-government applications3.

The achievement of agency-cluster and WoWAG objectives in the area of Id&AM will be severely
hampered unless and until agencies reach a reasonable level of Id&AM maturity both at a strategy
and operational level. Rectification of this position therefore needs to become an early and major
focus of the Action Plan.

The Framework provides a firm basis to guide agencies deployment of Id&AM. In moving towards
the achievement of the required level of maturity agencies will need to progress through the
activities outlined below:

8.1. Uncover and Analyse Id&AM Components

The Framework identifies the key information, entity, process and systems components that need to
be addressed in order to assure the efficacy of an agency’s I[d&AM approaches.

Agencies that do not have a mature approach to Id&AM will need to undertake appropriate
discovery and analysis processes in relation to all:

- Identity stores (including clarification of their key purpose/s). These are likely to be found
across all applications that contain directory information, including PABX directories.

- Internal and external identities and their associated authentication credentials and access
permissions.

-  Proc s and policies/practices,associated with user identification, hi lﬁwg/ﬁring and
contaging. || i

- Types of roles and the permissions, authorities and delegations associated with such
roles. This needs to be done across all applications and then mapped back to HR
position roles.

- Authentication policies/practices and processes.

- Enterprise risk management and information security management systems plans and
policies.

- Information management policies/practices and processes including how, when and
where ‘ownership’ and classification of information is determined.

- Application assurance level determination policies/practices and processes.
- Technology/security standards in use and planned.
The above analysis will provide the agency with the empirical basis upon which to:
- Determine the degree of compliance (or non-compliance) with the Framework.
- ldentify what components will require ‘rectification’ over time.

8.2. Harmonise, Rationalise and Unify

The policies/practices and processes for each of the categories listed in 8.1 above need to be
harmonised to be internally consistent and consistent with WoWAG positions as outlined in the
Framework (see summary in Attachment 1).

8.3. Aggregate and Centralise

Aggregation and centralisation of a number of Id&AM solution components has the potential to:
- Improve the integrity of Id&AM by removing redundancy of data and rules.
- Reduce technology and process costs.

® See Findings and Conclusions report (section 5.1)
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The data uncovered through the processes described in 8.1 above when compared with the models
provided in the Framework should reveal opportunities for rationalising and centralising the
following:

- ldentity stores.
- Authentication solutions.

- Aspects of access control (eg application level access). This should aim for an RBAC
approach.

8.4. Architect

It will be necessary to examine the business and technology aspects of the agencies enterprise
architecture in order to develop:

- New business processes.
- Agency level governance regime for Id&AM matters.

- New solutions architecture including the abstraction of most aspects of Id&AM from an
application to a middleware/utility level.

- Capacity to link into WoWAG Id&AM infrastructure eg identity stores and shared
authentication platform/s for internals and externals.

The analysis undertaken in accordance with section 8.1 and 8.3 above provides the basis for
determining the scope of this undertaking and the migration strategy.

Planning and design, and the buy-in from system owners, is critical to success and should not be
underestimated.

8.5. Justify, @dgﬁt anquﬁ%n T ' B ' UfUﬁU D u =) DW
Where changes are requirea agéncies will heed to develop a prOJecu planand business case for the
implementation of an enhanced approach to Id&AM. This will need to include:

- Capital and operating budgets.
- Evaluation of service provision alternatives (eg shared services).

- Cost of transition including systems re-engineering, data cleansing, and education and
training (see sections below).

- Detailed project plan including key milestones.
The above will be driven by data emerging from the processes described in 8.4 above.

Section 4.7 and Appendix J of the Framework provide substantial guidance in relation to the
development of Id&AM business cases.

8.6. Cleanse

As part of the implementation of a ‘new’ Id&AM approach agencies will have to cleanse identity,
authentication and access stores to remove invalid users and access permissions and rationalize
multiple (redundant) identities into one identity (eg using single identifiers).

This will necessarily involve information owners and custodians, application owners and potentially,
the users themselves.

Agencies/WoWAG should seek to access the learnings from large scale initiatives in this area such
as the Victorian Government’s Project Rosetta and the NSW Department of Education’s Student
Directory project.

8.7. Educate and Train
On an upfront and ongoing basis it will be necessary for agencies to educate and train:
- Executives.
- Line Managers.
- All other staff and contractors.
- External users.
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- Technical (including help desk) staff.
- Security staff.
Training will need to cover (as appropriate):
- key information management and Id&AM principles;
- revised processes;
- revised legal and contractual positions;
- revised architecture and solution stack;
- use of new provisioning, deprovisioning processes and, possibly, solutions;
- new authentication solutions.

8.8. Authorise
As part of the implementation of the ‘new’ Id&AM regime it will be necessary for agencies to:
- Appoint/re-affirm information and application owners.

- Determine roles and responsibilities of staff in relation to maintenance of identities and
application access permissions.

8.9. Automate
The achievement of sustainable integrity and efficiency gains will necessitate that agencies:

- Create a first level’ provisioning/deprovisioning solution that at least provides a form of
‘enterprise user administration’.

- Defin requ acquire and install orei egrated-prov saﬁzmng/
deprovisioni gso he i Iementationo %sge tial to the

achievement of this

8.10. Evolve

As the ‘remediation’ of agency Id&AM environments will inevitably be a long term exercise, the
achievement of incremental benefits is essential. This requires agencies to focus on major
applications and user bases at first before addressing lesser applications and user bases.

One approach could see agencies working to:

- Create aggregated identity stores for staff at an agency level and link into WoWAG
identity stores to identify/authenticate other intra-WA Government users. This will require
a Federated Services strategy using eg WS-Federation.

- Create aggregated identity stores for external users at an agency level. The
implementation needs to be approached carefully as it can have significant security
implications.

- Move towards simplified sign-on and then single sign-on for internal and then external
users. The latter would in all probability require usage of a shared-service approach.
As this requires that all applications authenticate to the same source significant
application rework is involved.
An ‘interim’ approach proposed by DoJ sees the use of web services to pre-populate
Identity information from the Meta-Directory into application authentication services (eg
Basic or Forms authentication). This will be the most cost effective method of providing
Pseudo Single Sign On.

Agencies will need to test the efficacy of implementations of each of the above and measure and
report on progress to their II&AMSC and ideally the WoWAG Id&AMSC as well.
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8.11. Track, monitor, intervene, report, audit
Agencies will need to install comprehensive facilities to:

- Track and, where required, report upon provisioning and deprovisioning of all identities
and authentication credentials. The intention is to enable:

e Authorizing parties to regularly review applications and/or users for which they are
responsible

e Unusual activity patterns and attempted breaches
e Reporting to agency executive.
- Provide ongoing measurement of the maturity of strategy and operations.

The activities required to complete the above will also need to be resolve ‘who’ and ‘how’ auditing is
done for cross agency access.

8.12. Learn & Improve

The agency Id&AMSC will need to ensure that processes are in place to continually review, learn
from and improve Id&AM approaches.
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9. Advancing Government-to-Government

Improving Id&AM in cross-agency dealings and joined-up government initiatives is seen as a priority
by OeG.

The progressing of improved and streamlined approaches to this:
- Will be dependent upon:

e agencies consolidating and improving their own Id&AM positions using the
approach detailed in section 8 above;

¢ development of agreed WoWAG standards, protocols and best practices as
outlined in section 7 above; and

¢ initiation of project/s to define, architect, justify and implement cross-agency
federated approaches to Id&AM.

- Should leverage WoWAG opportunities such as the pending move Shared Corporate
Services and the OeG Directories initiative.

Agency-to-agency dealings have historically relied upon the dual registration of users — ie users in
Agency A are registered into the systems of Agency A and those of other agencies to which they
require access.

Whilst there has been some progress within more sophisticated agencies to adopt federated
approaches to inter agency access, this situation remains a significant issue for both users and
application providers. In particular it exposes both the accessing and accessed agency to
operational risks resulting from the difficulty in managing and maintaining accurate registration and
authority details for such users.

Early mplemen&on fpro?jﬁj%i (‘Fﬁ amework imtﬂlves&ﬂ internal u@eﬁtas outlined in
sections 4 and will de ronment wher t ured bust processes
can be established to support and malntaln cross-agency interactions.

Necessary implementation steps include:

- Adoption of a single WoWAG Identifier for internal users, encompassing employees and
contractors. It is proposed that this be affected through the Shared Corporate Services
implementation and through equivalent initiatives in the other clusters. This is discussed
in Section 11.1 below.

- Completion of Assurance Level requirements for key application systems that will likely
require access from non-agency domiciled personnel.

- Alignment of user credentials across agencies such that an employee in one agency can
authenticate her/his identity to the required level for access to other agency systems.
This will require the development of Federated Services.

- The development and implementation of overarching MOU'’s to bind the parties (see
section 11.3.3 for further coverage of this issue).

The implementation of these approaches will be dependent upon the requisite infrastructure (as
discussed earlier) being in place. In essence this requires the implementation of abstracted identity
and authentication processes as defined within the Framework. The extent of effort required to do
this will depend on both the application systems and the underlying technology infrastructure.

Whilst not a necessary component for cross-agency dealings, the implementation of a WoWAG
Internal directory would provide a powerful mechanism for implementing the necessary user
identification and authentication processes required by these agency specific systems.

* See section 4.2 and Appendix B of the Framework for an in-depth analysis of Trust Models including the
Federated model.
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10. Progressing G2B and G2C

With few exceptions agencies currently operate siloed Id&AM architectures within and across
agencies when dealing with businesses and citizens.

As seen with DLI's Landgate initiative, there are considerable benefits in providing a single method
of access to these external users across a range of application areas.

In a whole of government sense there are potentially substantial benefits in expanding this single
view across multiple agencies.

However, more detailed review of these specific opportunities is required in order to assess these
cases and priorities for providing a more holistic view of government to external users.

Accordingly it is proposed that more detailed work be completed, based around the Id&AM
Framework, to:

- Investigate in more detail and assess agencies’ current positions and future plans in
regard to allowing access to network/web facing environments by external parties, the
credentials used/planned and level of policy development guiding this access.

- ldentify candidate agencies, or clusters of agencies, that offer opportunities of significant
benefit to agencies and users through a consolidated or coordinated approach to identity
management, and in particular a coordinated approach to identity authentication across a
shared user base.

- Assuming that opportunities exist, various alternatives need to be assessed, in the
context of the Id&AM Framework, for the sharing of:

- infrastructure and solutions ( mcIudlng operational sharing and technology
ent)
TS TO fnirnent
- Authentication Solutlons/Serwce
- Authentication ‘hardware’ eg cryptographic processors.
- Delegated User Administration facilities (eg through portal)
- Application Permissions Management Solutions
- Processes, including

- User outreach/awareness raising

- Evidence of identity checks; qualification checks; authority checks; police
clearances; etc

- User registration and deregistration
- Maintenance of user details
- Help desk in relation to credentials
- End-user agreements
- credentials including the re-use of existing credentials.
Such sharing is largely independent of the trust model/s adopted by agencies as illustrated below.

The resultant approach may be specific to one or more nominated departments or clusters or
potentially applicable across WoWAG.
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Possible approaches are represented in the matrix below where the “ticks” represent various
sharing opportunities:

Trust Models >>> Siloed Scheme/ Centralised Federated
Community

Potentially Shared
Components

Infrastructure & Solutions \/ \/ \/ \/
Processes \/ \/ \/ \/
Credentials X \/ \/ \/

The proposed work would be focused on examining each of the areas in which sharing of
components appears to be possible. In particular this will seek to address:

- Whether and how sharing of one or more components might work.

- Operational, contractual/legal, risk management and commercial issues that would need
to be resolved.

- Benéefits to the agency (as an issuing and/or relying party).
- Benefits to external users.
- Extensibility to agencies beyond the cluster.

As foreshadowed previously and as discussed in more detail in section 11.1.5 below, the proposed
Supplier Regist%inltlatlve has the potential to springboard the addressing of this matter and even to

provide a key aspect of the i truﬁhure B Tz Dfuﬂuﬁfuﬂu *DH%
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11. Other Action Areas

This section examines other required areas for action at a WoWAG and OeG level.

11.1. WoWAG and Agency-cluster Initiatives

11.1.1. Shared Corporate Services

The Id&AM Framework will leverage the implementation of the Shared Corporate Services (SCS)
initiative through the introduction, subject to the proposed PPIA, of a WoWAG Identifier. This will be
progressively adopted as the primary identifier within agency authentication portals, and ultimately
where justified, within application systems across government.

The introduction of the WoWAG identifier will require some significant consideration in the design,
implementation and operation of the HR systems within Shared Corporate Services, and in
particular will require agreement upon (inter alia):

- The characteristics of the identifier — format, method of maintaining WoWAG uniqueness
notwithstanding no single point of aggregation, level of persistence etc.

- The methods and basis of registration of employees and contractors.

- The methods by which the HR system issues associated credentials and the
management of these credentials, including authentication.

- The synchronisation of the HR directories with agency based user stores or directories
and the frequency and methods with which various status information changes are
communicated.

- The ods of tr ﬂgr mployees across-clusters and the implica éﬁns of this on
relying syst msiﬁaéﬂ\ra encies. ﬁ | Ui 1= L

The role played by SCS as the ‘outsourced’ HR department of agencies and as the host of the
agencies’ HR applications is pivotal in relation to the identity and access management lifecycle for
internal users (WA Government employees and contractors).

It will be necessary to resolve the following at an architecture, process, and possibly
contract/service level:

- The role of the HR system within the Id&AM architecture. Of particular importance is
whether or not the HR system is the authoritative source for identifying information for all
internal users.

- The relationship between the SCS HR datastore instances (there being a number of
these) and the WoWAG identity store recommended by this assignment, and whether the
latter could be provided by the SCS.

- The extent and robustness of evidence-of-identity and other clearance checks (eg police,
qualifications) undertaken by the SCS HR function and the liability associated with these.

- The timing, sequence, dependencies between HR processes and the establishment of
user authentication credentials and (agency-level) access permissions.

- How Id&AM can be enabled for users across agencies’ internal systems environments as
well as the SCS system facilities — ie how can users achieve a single or simplified sign-on
to both their agency and SCS systems?

11.1.2. Shared Land Information Platform

The Shared Land Information Platform (SLIP) is being developed, within the Landgate environment,
on behalf of a consortium of agencies. SLIP is intended to connect to a range of agency systems
and provide access to content for agency personnel and externals. While still at an early stage
provides the following possibilities for the WA Government more broadly:

- Potential case study in relation to deployment of:

o Afederated approach to identity and access management, and existing and
emerging ‘open’ standards related to this (eg LDAP and SAML2).

o Digital rights management technologies and standards.
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- Potential for other agencies to leverage authentication and permissions management
infrastructure and solutions (including delegated administration management).

- Potential for other agencies to leverage credentials issued to business users.
- Potential to leverage inter-agency MOUs and user agreements.

11.1.3. Transport Executive and Licensing Information System

The Transport Executive and Licensing Information System (TRELIS) is a modernising, integration
and consolidation of Western Australia’s existing vehicle and driver databases into one database
with the intention of providing data accuracy and integrity and delivering better customer service.

It has interfaces to a number of agencies including the Western Australian Police Service, the
Department of Justice, the Insurance Commission of WA and the Department of Consumer and
Employment Protection, and the Office of State Revenue.

A more detailed examination of TRELIS is considered worthwhile to determine:
- opportunities for leverage of infrastructure, processes and policies; and/or

- how and where TRELIS should be harmonised with the other Id&AM initiatives discussed
in this Action Plan.

11.1.4. Criminal Justice Integration Project

The Criminal Justice Integration Project (CJIP) provides the following possibilities for the WA
Government more broadly:

- A case study of an already implemented and operational, highly trusted joined-up
government initiative.

- MOUsjand User agreements. - N F

- An adEnCin Id&ﬂﬁicmdur& D Il D IS D Uj\

- Systems architecting and systems performance issues associated with ‘abstracted’
approach to Id&AM (eg single user ID and permission store).

- Experience in implementation of single/simplified sign-on.

- Experience in workflow approach to provisioning and deprovisioning.

- A design for and experience in role-based access control and the classification,

- Skilled personnel.

The capacity to share infrastructure and solutions with government more broadly while worthy of
further exploration is not seen as particularly likely given the highly sensitive nature of the CJIP
environment.

11.1.5. Whole-of-Government Procurement Reform Project

The development of the Supplier Registry should be leveraged as a unique ‘infrastructural’
opportunity for the Government to register and issue authentication credentials to a large number of
suppliers (and by implication their staff) that could be used more broadly across other Government
applications.

11.2. OeG Focus Areas

11.2.1. Enterprise Architecture

Section 4.10.2 of the Framework covers the suggested actions that agencies should take to factor
Id&AM issues into their Enterprise Architecture (EA) approaches.

The Id&AM issues/actions are categorised in relation to the major management planks of the
Framework:

- Information Management
- ldentity Management
- Access Management.
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The requirements for each of these are analysed against the following aspects of the EA:
- Business Architecture
- Business Information Architecture
- Business Application Architecture
- Technology Architecture.

11.2.2. Directories

OeG is in the process of examining the feasibility of directories at an agency and WoWAG level.
This initiative is cognisant of the Id&AM uses of directories that are possible, but is also examining
other uses such as white and yellow pages.

The Framework calls for the implementation of a WoWAG identity store which would hold basic
identifying information for all internal users, and, at their option, external users.

The development of the detailed requirements for this facility and the business case for its
implementation should be addressed in conjunction with the OeG ‘directories team’ as this facility
could undoubtedly meet most if not all of the requirements of Id&AM identity store and the additional
functions sought by OeG. See also section 5.1 above.

11.2.3. Telecommunications Initiative

The Government is in the process of establishing WoWAG arrangements for an IP-based
telecommunications network.

The introduction of a WoWAG lIdentifier and associated authentication mechanisms potentially
provides a basis for the authentication of users seeking access to the planned WoWAG

telecommunications.infrastruct d services., ——
The extent to WPEE h/a uture\ %E Dir tory, contdinih Uﬁseﬂ'ﬂp tHIC%EOE\ éﬁ#authentlcatlon
information, could be used as, or'is required by, the' teleCommunications initiative requires further

analysis, once the detailed analysis phase of the Telecommunications project has been completed
and Id&AM functions, especially authentication, determined. See also section 5.1 above.

11.3. Legal
A number of proposed actions are listed below:

11.3.1. Legal Analysis

A comprehensive review of relevant laws needs to be undertaken, by a lawyer who specialises in
the area, including discussions with relevant Commissioners and agencies, the drafting of an issues
paper, and review.

This will need to identify the impacts of the implementation of the Framework on issues including:
- Evidence
- Enforceability of contracts and declarations
- Privacy and other public policy issues
- Archiving statutes/regulations.

Each agency and each program that proposes to apply the whole-of-government Identity & Access
Management Framework needs to conduct an agency- and/or program-specific analysis of relevant
laws.

11.3.2. Privacy Act

Section 7.1.1 above has highlighted the need to consider the introduction of a Privacy Act in order
to underpin aspects of the Government’s administration of Id&AM, and to provide entities with a
required level of assurance regarding Id&AM schemes.
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11.3.3. Operational Legal Agreements

The move towards cross-agency and more federated forms of Id&AM, and, in particular,
authentication, may lead to a plethora of bilateral MOUs between the agency issuing a credential
and those agencies that rely upon it. Typically such MOUs cover issues relating to:

- responsibility for, robustness of and processes associated with user identification,
registration and enrolment into applications;

- responsibility for, robustness of and processes associated with user deregistration;
- the nature of Agreements, if any that users have to sign before being provided access;
- liability for ‘inappropriate access’ and its consequences;
- reporting processes;
- responsibility to remedy breaches;
- connectivity and service level matters.
Two approaches make possible a rationalisation of this issue:

- Development of a scheme-based MOU in which all participants sign one MOU and agree
to be bound to the conditions in relation to interactions with all other signatories of the
MOU; or

- A boiler-plate MOU is developed which, while still entered into on a bilateral basis,
reduces the requirement for bespoke development each time.

Of interest as well are User Agreements particularly those that require signing by users in eg
Agency B who are accessing resources on the systems of Agency A.

Typically these cover user rights and responsibilities

- Reasonableuse | *es(jj ~\ 7 N oD S 2 7#
- Confidentia ty/pﬁiﬁjpr isionL NS D | UD | U D U -
- Penalties for breaches

- Requirements to protect credentials.
Once again the development of boiler-plate agreements would reduce cost and effort.

Agencies and initiatives that are in a position to contribute useful exemplars of both of the above to
this exercise include DoJ and SLIP.
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12. Proposed Schedule and Major Action ltems

The schedule below provides a high level view of possible timings for the Action Clusters listed in sections 7 through 11 above. A more detailed project plan
will need to be developed as part of the Foundational Activities. This will require a harmonisation of detailed inputs from agencies and WoWAG initiatives.

[ 4005 | 1Q06 | 2Q06 [ 3Q06 | 4006 | 1Q07 | 2Q07 | 3Q07 | 4Q07 |

[Foundation Activities | | | | | | | | | |

[Agency Consolidation | | | | | | | | | |

[Advancing Government to Government | | | | | | | | | |

[Progressing G2B and G2C | | | | | | | | | |

[Other Action Areas | | | | | | | | | |

Diraiit for Cormimmeni
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Attachment 1 — Summary of Proposed Approach

Aspect Priority Proposed Approach Similarities or Actions/Implications Alignment /
Differences in Approach Consistency with
Internal Users External Users WoWAG Agency
INFORMATION
MANAGEMENT
Data Classification Low Develop and implement data classification identical Identical Develop & Adopt where | Commonwealth
scheme maintain appropriate Government
Protective Security
Manual (PSM)
ENTITY MANAGEMENT
Identifiers High Implement a uniform approach across Identifier being For individuals, a Central Id Use central
Western Australian Government. agreed with Shared | WA Government number ID issuing
Corporate Services | Customer Number | issuer. service.

Dire

HR iystems.

Internal users to have an identifier that is
unique across Government. Identifier is
ideally persistent if user changes agency.

Authoritative-source for Internal users is

onnnnel

is primary identifier

%

—

allocated centrally.
Usable by one or
more agencies at
user option. Users
have option to have
multiples & merge
& split.

For business users,
ABN is preferred
identifier,
potentially with
subordinate
identifier within
business.

For business, may
accept other

identifiers such as
HeSA, and map to
WoWAG ldentifier

Identity & Access Management Framework — Final V2.0 — 20050915 Page 31 of 43




WA Office of e-Government — Identity & Access Management Framework Project

Aspect Priority Proposed Approach Similarities or Actions/Implications Alignment /
Differences in Approach Consistency with
Internal Users External Users WoWAG Agency
Registration High Develop & continue to maintain best Drive to Some variations in Develop & Adopt and Commonwealth
practice approach and align approaches consistency of process maintain adapt
with Credential Assurance Levels and EQIl | process through )
Levels. HR shared services Banking Industry
approach
Evidence of Identity (EOI) | High Develop & continue to maintain best Some variations in Develop & Follow Commonwealth
practice approach and align approaches process and nature maintain
with Credential Assurance Levels and of evidence )
Registration Levels. Banking Industry
Consideration of inclusion of attributes
such as ‘Police checks’ in record of EOI
processing — i.e. to reduce duplication of
processes.
Enrolment High Treat as distinct from registration. The Some variations in | Some variations in Develop & Adopt and
enrolment process supports the mapping process. process. maintain adapt
of one identity do:cnaln to another, and Need will exist until | Likely to persist
_there_by supports federated approaches to all applications indefinitely
identity management migrate to single
identifier usage
User Clearance Levels | Low - ~Develop and-implement user clearance _identical Identical Develop & Adopt where | Commonwealth PSM
E ‘ B = vﬁ_ﬁ F Flevel Echeme. : ‘D Ya v@ 1) () U H {F Unlikely to arise maintain appropriate
S This is distinct-from-attrib t(—J:J riHchon =
which is dealt with in EOI above
ID Mgt Role of Agency High Those agencies that have this facility Applicable Policy yet to be Set policy Adopt
Meta-directories or should make it the authoritative reference | immediately determined

agency user stores

for user ‘system-identity’ information for
the legacy applications. Other agencies
should investigate business case for
meta-directory.
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Aspect Priority Proposed Approach Similarities or Actions/Implications Alignment /
Differences in Approach Consistency with
Internal Users External Users WoWAG Agency
AUTHENTICATION
MANAGEMENT
Credential Assurance High Follow AGAF (Authentication Technique) Identical Identical Develop & Follow Commonwealth
Level model. maintain WoWAG
Extend to develop detailqd criteria along’ guidelines
lines of US Gov ‘Credential Assessment
approach incorporating Authentication
Protocol
Supported by recommendations in relation
to:
- Evidence of Identity
- Evidence of Record Ownership
- Credentials/Tokens
- Credential Issuer Reliance
Credential Issuer Moderate Introduce notion of reliance level of Identical identical Develop & Agencies to
Reliance Levels credential issuer to support possible use maintain make own
by WA Government agencies of externally reliance assessment
issued credentials. evaluation s based
Also supported by the development of criteria u_plc() ? thtreat-
MOUs to apply between agencies issuing nisk tactors.
Fi‘ N # E c'credentials/to-internal or external users. , E
2 NGRS ANAAdUAAYANYS
access | [llI L T'OU] ST ITT I 1L
MANAGEMENT
Application Assurance Moderate | Follow AGAF 1-4 level model. Identical Identical Develop & Follow Commonwealth
Levels maintain WoWAG
guidelines
Develop more detailed procedures/
criteria to determine assurance level.
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Aspect Priority Proposed Approach Similarities or Actions/Implications Alignment /
Differences in Approach Consistency with
Internal Users External Users WoWAG Agency

Role-based Access Moderate | Move to role-based access control to Identical Identical Develop and | Analyse, Best practice

Control ensure scalability and efficacy of three-tier maintain architect & implementations (eg
Id&AM architecture. guidelines & | implement. DoJ). Consider
Harmonisation of role definitions will fe;]cm.tate f WOWIAG standards
support federated Id&AM. sharing o or at least ,

experiences. definitions’.
GOVERNANCE

Privacy and Public Policy | High Privacy and Public Policy Impact Policy and process | Policy and process | Determine Conduct Follow/share best
Assessment should be standard differ from external | differ from internal policy & best | P&PPIAs. practice with
requirement in determining authentication practice. Commonwealth
approach.

Cost-Benefit Analysis Moderate | CBA should be standardised requirement. | Consider internal Consider internal Determine Adopt and Follow/share best
Should evaluate shared impacts and external policy & best | adapt practice with
services/infrastructure for internal and impacts practice Commonwealth
shared development & tokens for
externals.

Standardised High Develop and implement Variation to reflect Variation to reflect Develop & Adopt and

Agreements (MOUs) — to intra-dept reliance reliance on or by maintain adapt

cover reliance on external credential

credentials issuecTFA | - = B - - B provider

) e et
others L)) 2N | [aliaaE)al

| E— [H) W , ] [H) O O O o O O S
SHARED SERVICES

ID Mgt role of WoWAG Moderate | A WoWAG directory could provide an Applicable Policy yet to be Evaluate Use

Directory effective authoritative reference for user immediately determined business
‘system-identity’ information on a WoWAG case, set
basis (being aggregation of agency policy and
identity data). The logistics of this will operate

require careful examination.

The case for this has yet to be determined
and will require rigorous examination of
the privacy and public policy issues.

Identity & Access Management Action Plan — Final V2.0 — 20050915 Page 34 of 43




WA Office of e-Government — Identity & Access Management Framework Project

Aspect Priority Proposed Approach Similarities or Actions/Implications Alignment /
Differences in Approach Consistency with
Internal Users External Users WoWAG Agency
Registration Services Low Examine opportunities for sharing or using | N/A Use at agency Provider User
external service providers to complete option
registration processes
Authentication Services High Examine opportunities for sharing of Identical to external | Use at agency Provider User
authentication services and thereby users, but likely option
credentials across agencies. simpler
This may provide an interim step to a fully |mplement3t|qn dlue
integrated environment _to proposed singie
identifier regime
Permissions Low Examine opportunities for Shared N/A Use at agency Provider User

Management Services

Services.

option

Drarit ffor Cc

mrment
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Aspect Priority Proposed Approach Similarities or Actions/Implications Alignment /
Differences in Approach Consistency with
Internal Users External Users WoWAG Agency
ARCHITECTURE,
STANDARDS AND
GUIDELINES
Architecture Model High Hybrid Primarily Scheme Primarily siloed. Develop Adopt and Commonwealth
based due; to Federated at option de:\tailed qdapt where practical to use
proposed single of Users and architectures | architectures | of Commonwealth
identifier and agencies recognised
underpinning ' credentials eg
common MOUs Gatekeeper, Identrus
Endorsed Credentials High Develop & continue to maintain identical identical Develop & Follow Commonwealth
standardised list and align approaches maintain ( :
. . possibly banks to the
with Credential Assurance Levels. extent that existing
Support one, two and multiple factor tokens could be
approaches: leveraged).
- User-ID/Password
- Shared Knowledge (KBA)
- Shared Secrets
- PKI (soft)
- PKI (hard)
- Challenge Response
= - - - Smart cards and other tokens
W a’= — 7 Biometric— [~ [0 ) [ ’ﬁ'
Drait Tort2oamenain
to Credential Assurance Level.
Application Development | Moderate | Assess requirement/demand for these (eg Requirements will Requirements will | Develop & Adopt where | Allow/share best
Toolkits Customer signing interface - CSI) differ differ maintain appropriate practice with
Commonwealth
Technology Feasibility Moderate | Technology Impact Assessment should be | Consider internal Consider internal Determine Adopt and Follow/share best
standard requirement in determining impacts and external policy & best | adapt practice with
authentication approach impacts practice Commonwealth
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Aspect Priority Proposed Approach Similarities or Actions/Implications Alignment /
Differences in Approach Consistency with
Internal Users External Users WoWAG Agency

Standards Develop standards for authentication and identical identical Develop & Follow Commonwealth
permissions management interfaces Maintain
(assumes that token/credential standards
are defined within the Assurance Level
elements above)

Technology Set Define accredited technology set including identical Use at agency Develop & Adopt and
development toolkits option Maintain Adapt

Drarft tor Cornnent
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Attachment 2 - Id&AM Standards

This attachment provides an overview of contemporary standards and their use which it is
envisaged will provide the basis of a WoWAG Id&AM Standards Resource.

Relevant Standards Bodies

Some of the industry standards bodies and other organisations currently most active in the
access control area are:

w3cC The World Wide Web Consortium
www.w3c.org

OASIS Organisation for the Advancement of Structured Information
Standards

WWW.0asis-open.org

Liberty Alliance Liberty Alliance Project

Project www.projectliberty.org

IETF[;E : \ TﬁTh’jﬁﬁr\\téﬂEFt En\ginée\rin\gﬁratfslﬂFEFqﬁéU%D U ﬁ%

www.ietf.org

RSA Laboratories RSA Laboratories
(PKCS) (research centre of RSA Security Inc.)

Public-Key Cryptography Standards (PKCS)
www.rsasecurity.com/rsalabs

Other standards organisations of importance include:

Standards Standards Australia

Australia Standards: Enterprise Risk Management; Information

Systems security; PKI and many others
www.standards.com.au

NIST National Institute of Standards & Technology

Is primary source of detailed US Government positions on
security.

www.hist.gov
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Useful Standards for Access Control

The following list of standards is provided as a guide onIy5. Other standards not listed here
may be more suitable in some environments.

Choice of standards within each agency will be influenced by support in available products, fit
with requirements, and new and evolving standards work.

TLS
(SSL,
HTTPS)

XML-
Signature

XML-
Encryption

Transport Layer Security

(the successor to Secure Sockets Layer (SSL) and the S (secure) in
HTTPS when used with HTTP)

This is the protocol very commonly used to secure communications
between a browser and a web-server. The protocol provides

e encryption of data for confidentiality,

e message authentication for data integrity,

o authentication of the web-server (this is optional but is
normally used)

e optional authentication of the user if client-certificates are
used.

When client-certificates are not used (the typical case), other types of
authentication (eg passwords) are afforded protection by the
encryption and data integrity of TLS.

See www.ietf.org/rfc/rfc2246 (& RFC3546)

“XML Signatures provide integrity, message authentication, and/or
signer authentication services for data of any type, whether located
within the XML that includes the signature or elsewhere.”

XML Signatures are most suited to web-services or thick-client
interaction. The ability to include data by reference allows for
significantly reduced message sizes where there is static data
common to many transactions which must be included within the
signed data (eg standard terms and conditions, policy, etc.)

See www.w3.org/TR/xmldsig-core/

“XML-Encryption specifies a process for encrypting data and
representing the result in XML. The data may be arbitrary data
(including an XML document), an XML element, or XML element
content. The result of encrypting data is an XML Encryption element
which contains or references the cipher data.”

XML Encryption is most suited to web-services or thick-client
interaction. Considerable flexibility is provided, allowing encryption of
only the sensitive portions of a message, which can significantly
improve performance.

See www.w3.org/TR/xmlenc-core/

® DoJ note that many of these standards are either still in development (eg WS-Security, Liberty Alliance
or are still being refined (eg SAML, XACML) and at present are not without problems.
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S/MIME

SAML

XACML

WSS
(WS Security)

Liberty
Alliance
Project

S/MIME (Secure MIME) is the most commonly supported secure
email standard. It provides for digital signing and/or encryption of
data based on the MIME (Multipurpose Internet Mail Extensions)
standards. S/MIME is most useful for unstructured human-to-human
correspondence, or for machine-to-human correspondence. It can
also be used for machine-to-machine transactions although XML-
Signatures and XML-Encryption are considered more suitable and
provide more flexibility.

See www.imc.org/ietf-smime/index.html

Security Assertion Markup Language

“SAML is an XML framework for exchanging authentication and
authorization information”

Although SAML also covers authorisation to some extent, its primary
focus is on passing authentication information. The later XACML
standard is a more complete protocol for passing authorisation
information.

See www.oasis-open.org

Extensible Access Control Markup Language.

XACML allows permissions policy enforcement points to query
permissions policy decision points, which can in turn query other
policy decision points. This allows for centralised permissions
enforcement, and centralised, collaborative or devolved permissions
management.

See www.oasis-open.org

Web Services Security

WSS specifies message integrity and confidentiality for server-to-
server messaging using SOAP (Simple Object Access Protocol
www.w3.org/TR/soap/). It allows for a variety of authentication
approaches including username + password, digital certificates, etc.
Authentication information can be exchanged using either Kerberos (
web.mit.edu/kerberos/www/) or SAML.

See www.oasis-open.org

This consortium focuses on specifications and guidelines to support
“Federated ldentity Management”, building on available standards.
Federated Identity Management means loosely-coupled
authentication, authorisation and access control across
organisational boundaries. The protocols and guides have a strong
focus on preserving user privacy.

See www.projectliberty.org/
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Applicability to the Proposed WoWAG Framework

The diagram, reproduced from section 3.5.2. (Access Policy Enforcement) of the Framework,
illustrates that:

- access policy enforcement can be implemented over a number of architectural
layers; and

- the extent of policy enforcement that is implemented within an authorisation layer,
as opposed to implicitly within the authentication layer, or explicitly within the
business application layer needs to be carefully assessed during application design
stage.

Fine grained

Business application
Business ap systems

systems [

Authorisation Layer ® |

Authentication Layer

Coarse grained

Access Control Layers

The applicable security standards available for consideration at each layer are:

Layer Applicable security standards

Business application systems Applicable standards will depend on the
nature of the application.

It is however seen as important that agencies
define a model for their applications and
ensure the applications comply to that model.
The work undertaken by DoJ in this area will
be helpful.

Authorisation XACML
(SAML)
WS-Security
Liberty Alliance

Authentication SAML

TLS with client certificates
S/MIME

XML-Signatures
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Security Purpose / External Technology Matrix

The following table maps relevant standards mentioned above against security purpose for
commonly used external communications environments.

Note that there are other unlisted alternatives in each case. This table only covers protocols
used between external systems and a service provider. It does not cover protocols used
within the authentication and authorisation layers, or for communications between service
providers and credential providers.

Security Browser to Email Thick Client Web Services
Purpose Web-server to Application (server to
server)
Authentication | TLS with client- | S/IMIME XML- XML-
certificates Signatures Signatures®
Message TLS S/MIME XML- XML-
Authentication Signatures Signatures
(integrity)
Signing (non | XML-Signatures | S/IMIME XML- XML-
repudiation) (by using Signatures Signatures
applet)
Confidentiality | TLS S/MIME XML- XML-
Encryption Encryption

® DoJ notes: There is a fitness for purpose approach here. Not all business services will require this
level of security for authentication. In fact many will only require Username/Password.
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Id&AM Framework Infrastructure Protocols

The diagram (a reprise of the architecture diagram in Section 4.8.1 of the Framework
illustrates indicative use of some of the standards/protocols within the authentication and
authorisation technology and process architecture.

Browser
Interface Web Servers (Portals) and s
Web Applications Legacy
Web Enabled Applications Interfaces
Services PP
Interface : i :
Authentication PEIBEeie Enrolment Browser
) Enforcement .
Service . Services Interface
Services
KEY
Standards-based
Web Services protocols
(Bt Audit Credential /\ - Browser interface
Credential [R—
— Issuers N /
Credentlal q Legacy interfaces
Stores
) s
XML signatures &
External Agency Identity XML Encryption
Registration Registration Management ‘ SAML
& Provisioning & Provisioning Services
Services Services |:>
XACML

ﬂB rowser - LDAP

Interface

Architecture with overlaid Standards

Note that other protocols not shown here will also be needed across each connection at
different or equivalent levels of the protocol stack.

For example, where SAML is shown:
- the protocol stack might be IP - TCP - HTTP - SOAP — SAML

- other web-services protocols may be used over SOAP in addition to SAML e.g. key
exchange protocols, business process protocols (eg from the ebXML suite)

- other security protocols may be used at lower levels of the protocol stack to secure
the connection between servers. eg

e L2TP-IP-TCP -HTTP - SOAP — SAML, or
e |P-IPSEC-TCP -HTTP - SOAP — SAML, or
e |P-TCP-TLS-HTTP - SOAP — SAML.
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